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Bullying — NRS 388.122

“Bullying” means a willful act which is written, verbal or physical, or a
course of conduct on the part of one or more persons which is not
otherwise authorized by law and which exposes a person repeatedly
and over time to one or more negative actions which is highly offensive
to a reasonable person and:

1. Is intended to cause or actually causes the person to suffer harm or
serious emotional distress;

2. Exploits an imbalance in power between the person engaging in the act
or conduct and the person who is the subject of the act or conduct;

3. Poses a threat of immediate harm or actually inflicts harm to another
person or to the property of another person; | timidation

4. Places a person in reasonable fear of harm or serious emotional
distress; or

5. Creates an environment which is hostile to a pupil by interfering with
the education of the pupil.



Cyber-bullying

“Cyber-bullying” means bullying through the use of electronic
communication. The term includes the use of electronic
communication to transmit or distribute a sexual image of a
minor. As used in the section “sexual image has the meaning
ascribed to it in NRS 200.737.

“Electronic communication” means the communication of any
written, verbal or pictorial information through the use of an
electronic device, including, without limitation, a telephone,
a cellular phone, a computer or similar means of
communication.

NRS 388.123 & 388.124



Nevada Law NRS 200.900
Senate Bill No. 414

Bullying by use of Electronic Communication Device

Approved by the Governor, June 1, 2013.
http://leg.state.nv.us/Session/77th2013/Bills/SB/SB414 EN.pdf

Chapter 200 of NRS is hereby amended by adding thereto a
new section to read as follows:

1. A minor shall not knowingly and willfully use an electronic
communication device to transmit or distribute, or otherwise
knowingly and willfully transmit or distribute, an image of
bullying committed against a minor to another person with the
intent to encourage, further or promote bullying and to cause
harm to the minor.

Effective October 1, 2013
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BULLYING and CYBER-BULLYING

A, Bullying means a willlul act which is writhen, verbal or
physical, or a course of conduct on the part of one or more
persons which is not authorized by low and which exposes
a person repeatedly and over fime 1o one or more negative
actions which is highly offensive to a reasonable person and:

1. | intended to cause or actually causes the person to
suffer harm or serious emotional distress;

2. Poses a threat of immediate harm or actually inflicts harm
to another person or to the property of another person;

3. Exploits an imbalance in power between the person
engaging in the act or conduct and the person who is the
subject of the act or conduct;

4. Places the person in reasonable fear of harm or serious
emotional distress; or

5. Creales an environment which is hostile to a pupil by
inferfering with the education of the pupil.

B. Cyberbullying means bullying through the use of electronic
communicafion. “Electronic communication” means the
communication of any writien, verbal or pictorial information
through the use of an elecironic device, including, without
limitation, o telephone, a cellular phone, a computer or any
similar means of communication.

Examples of bullying and cyberbullying include, but are not
limited to, behaviors that ridicule, degrade, or harass a person
because of that person’s actual or perceived race, color, national
origin, age, sex (incleding non-conformity to gender sterectypes),
sexual orientalion, disability, and/or religious preferences such as:

1. Unwelcome comments, ethnic, racial, or antigay slurs or

jokes, threats;

2. Cartoons, graffiti, posters, visuals, efc., with offensive
connotations though nothing shall prohibit use of such materials
for genvine ocodemic, educafional, or instructional purposes;

3. Sabotage, criticism, unreasonable menitoring of student’s
work, efc., and or

4. Hitfing, inlentionally blocking the path of, body, hand, or
facial gestures.

CCSD Regulation 5141.2 Discipline: Harassment provides further
detail regarding the disirict’s policy ogainst harassment.

Range of Disciplinary Action:
Minimum: Conference, Parent Motification,

Required Parent Conference, Inschool Discipline

Maximum:  Suspension, Expulsion recommendafion

Behaving Positively
at School
Page 4



SCHOOL DISTRICT

Bullying and

QUICK TIPS CCSD Graphic Student Artists .
¢ Review District’s Behavior Quidelines. sfa:’:::m“' K;m:‘:_:gh;fg?' cy ber-bully In g
“Behavior Guidelinse for Secondary :
Students” and “Behaving Poeitively at Tysoar Malkz Fontis High Schor
guidslines am made available to all District
personnel and community members. CCSD Division and Departments Involved in
Bullying and Cyber-bullying

* Reportincidents. Do not ignore a situation.

Call to sat up an appointment to spaak
with your teacher, school counselor and/or Division/Department Conluct Nustbar

administrator. Ao, utilize the CCSD “Say No Equity and Diversity Ed.
to Bullying” website that allows individuals " Departmenit (702) 799-8484
to anonymously eport unlawful activities at g :
http//www.ccsd.net/students/bully/. (702) 655-97656
* Captured Photos or Videos. Photos or (702) 799-7630
video of an assault on-campus by studenti(s),
on a bus or during a achool activity should e bt i
immediately tum the footage over to a
teachar, echool administrator or police. N s
That footage will bacome evidence againat
atudent(s) who commit the assault. (702) 799-6560
* Talkk to Your Child. Let your child know that
being a ‘bystandet’ is just as hamful to the (702) 799-7449
‘target’ as being the ‘bully.’
* Do Not Become the Bully. If your chikd is (702) 799-0670
bullied, do not encourage them to react by o e g
bullying back. Your child could gst injured, (702) 799-1016 B
auspended and/or expelled. Support your Clark County School District

child in bacoming an ‘upstander,” who
proactively reports the incident to schodl
officiale who will taka the appropriate
action(s).

Equity and Diversity Education Department
3960 South Pacos-McLeod
Las Vegas, Nevada 89121-4396

Phone: 702-799-8484
Feox: 702-799-7496
GAC 236812 Webaite: www.ccad.net




What is Bullying?

Bullying iz a deliberate or intentional bshavior
uging worda or actions intended to cause fear,
irtimmidation, or harm. Bullying may be repsated
behavior and involves an imbalance of power.
The bshavior mey b= motivated by an actual ar
perceived distinguishing characteristic, such
as, but not limited to: age, naticnal arigin, racs,
athnicity, religion, gender, gender identity, sexual
orentation, physical atiributss, physical or
rmantal ability or disability, and social, economic,
or family status.

The Clark County School District responds
promptly and takes & strong stence against
bulkying and eybar-bullying. CCED s cormmitted to
providing a safe, sscure, and mepsctiul lsaming
environment for all studante and amployssas inoall
Digtrict facilitias, achool buildings, school busaes,
on echool gmounds, and at echool-aponsosd
activitizs.

Bullying ard cyberbullying hawe a  hammful
social, physical, paychological, and academic
impact on tagets, bystandars, and even the
bulliee thamaelwas. The school district efrives to
conelstantly and vigomualy address bulling and
cyber-bullying eo that thers is no disruption to the
lsarming emvironment and lsaming process.,

Bullying is not:

= asingls inetance of sccial rejection
a aingle instance of mearnsas or unkindness
unplarned actions of intirmidation or hostility
shared argurnents, conflicts or fights.

Bullying behavior can be:

T

Indirect (such as spreading crusl mumaors,
imtimiclation throwgh gesturss, social exclusion,
or sanding insulting mesaagee or pictures) as
defined by MRS 3686.122.

Phiysical - such as asaault, hitting, punching,
kicking, theft, or threataning bshavior.

Power Imbalance — whean somaons takes
PO ET OVer Bamenns alas.,

a. Physical imbalance - a strongsr, mors
phiysically  dominant  individual  usups
autharity over a amallar, laes strng indvidual.

b. Paychological imbalnce - intsllect or
aochl status determines domirance.

Punitive — aimed at hurting o punishing
targeted individuals.

Repetitive — a mpeated, even systematic act
over time.

Warbal - such as threatening or irtimidating
language, teasing ornams caling, or acist rameark.
Cyber-bullying - bullying through  the uss
of  “dectronic  communication.”  “Electmnic
cammunication® means the communication of
writhan, varbal, or pletorial information through
glectronic  dewvices, including  but  without
lirnitation, telephonea, celularphones, computers,
or arry similar means of commurnication.

Working with CCSD to Stop
Bullying and Cyber-bullying

Itia the policy of the Clark County School Disfrict
to ancourage parentedfstudents who are tamgets
af bullying and cyber-bullying amnd studants who
have first-hand knowledgs to report such claima.
Parentafetudants should report any incidents) to
a teacher, counsslon, or a achool adminietrator.
Pamentafetudants are  encouraged to report
lmowledge of such bullying and cybsr-bullying,
via the CGSD "Say No to Bullying” websits
that allows individuals to smorymously report
unleful  activiies at  hitpyfwww.cosd.net’

students/bully/.




Bullying is not:
a single instance of social rejection

a single instance of meanness or unkindness

unplanned actions of intimidation or hostility
shared arguments, conflicts or fights.




Once you post
something online
you can

NEVER
get it back!
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Past Is Prologue

Everything begins with ¢ story,
—joseph Campbell

l was born in Toronto, one month early and during »
blizzard that covered the city In snow and silence. The
surprise and the low-visibility conditions that

accompanied my arrival were portents, though they
went unrecognized at the time. My mother, a5 a recent
immigrant from India, was of two worlds, and she
would pass that multiple identity on to me. My father
was making his way to Canada, but had not yet arrived;
his absence at my birth was a sign of the deeper
absence yet to come. Looking back, | see all the ways in
which my life was set the moment | was bom Into it.
Whether in the stars or in stone, whether by the hand
of God or some unnamesble force, it was already
written, and every action of mine would serve to




Cell Phones are computers

Thus, use of a cell phone requires
similar safety precautions.
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Top 14 Social Networking sites
December 2014

1 | Facebook

3 - eBizMBA Rank | 900,000,000 - Estimated Unique Monthly Visitors
Quantcast Rank | 2 - Alexa Rank | December 1, 2014,

The Most Popuiar Social Networking Sites | eBizMBA

2 | Twitter
12 - eBizMBA Rank | 310,000,000 - Estimated Unique Monthly Visitors

Quantcast Rank | 8 - Alexa Rank | December 1, 2014,
The Most Popular Social Networking Sites | eBizMBA

3 | Linkedin

18 - eBizMBA Rank | 255,000,000 - Estimated Unique Monthly Visitors
Quantcast Rank | © - Alexa Rank | December 1, 2014,

The Most Poputar Social Networking Sites | eBizMBA

4 | Pinterest

22 - eBizMBA Rank | 250,000,000 - Estimated Unique Monthly Visitors
Quantcast Rank | 26 - Alexa Rank | December 1, 2014,

The Most Popular Social Networking Sites | eBizMBA

5 | Google Plus+

30 - eBizMBA Rank | 120,000,000 - Estimated Unique Monthly Visitors
- Quantcast Rank | NA - Alexa Rank | December 1, 2014,

The Most Popular Social Networking Sites | eBizMBA

6 | Tumbir
34 - eBizMBA Rank | 110,000,000 - Estimated Unique Monthly Visitors
1 2014

Quantcast Rank | 34 - Alexa Rank | December 1, 2014,
The Most Popular Social Networking Sites | eBizMBA

7 | Instagram

77 - eBizMBA Rank | 100,000,000 - Estimated Unique Monthly Visitors
Quantcast Rank | 36 - Alexa Rank | December 1, 2014,

The Most Popuiar Social Networking Sites | eBizMBA

8| VK

7 - eBizMBEA Rank | 80,000,000 - Estimated Unique Monthly Visitors
*120" - Quantcast Rank | 21 - Alexa Rank | December 1, 2014,
The Most Popular Social Networking Sites | eBizMBA

9 | Flickr

123 - eBizMEBEA Rank | 65,000,000 - Estimated Unique Monthly Visitors
Quantcast Rank | 91 - Alexa Rank | December 1, 2014,

The Most Popular Social Networking Sites | eBizMBA

10 | Vine
5381 - eBizMBA Rank | 42,000,000 - Estimated Unique Monthly Visitors

Quantcast Rank | 1,172 - Alexa Rank | December 1, 2014,
The Most Popular Social Metworking Sites | eBizMBA

11 | Meetup

596 - eBizMBA Rank | 40,000,000 - Estimated Unigue Monthly Visitors
Cruantcast Rank | 286 - Alexa Rank | December 1, 2014,

The Most Popular Social Metworking Sites | eBizMBA

12 | Tagged

702 - eBizMBA Rank | 38,000,000 - Estimated Unigue Monthly Visitors
- Quantcast Rank | 408 - Alexa Rank | December 1, 2014,

The Most Popular Social Metworking Sites | eBizMBA

13 | Ask.fm

779 - eBizMBA Rank | 37,000,000 - Estimated Unigue Monthly Visitors
- Quantcast Rank | 179 - Alexa Rank | December 1, 2014,

The Most Popular Social Metworking Sites | eBizMBA

14 | MeetMe

1,457 - eBizMBA Rank | 15,500,000 - Estimated Unigue Monthly Visitors
635 - Quantcast Rank | 2,328 - Alexa Rank | December 1, 2014,

The Maost Popular Social Networking Sites | eBizMBA
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What is the minimum age for

Social Networking il e
Age Requirements thees L
El [Z Social Media
—Platforms—
Twitter
Children’s Online Privacy Eifi;’?a"r‘;
Protection Act (COPPA ) = ) K
- requires websites that allow umhl o
children under the age of 13 or Snapchat E K
collect information from Secret Whatshpp
children must adhere to ) K Y

procedures designed to protect Vine K
10 . Tinder Path
the child’s privacy.

YouTube Keek Foursquare
WeChat Kik Flickr

linneyville.com



This happened earlier this year!

Anthony Diaz, 13, Was Shot and Killed over
Facebook Posts, His Family Says

BY TARA FOWLER 02/10/2015

A 13-year-old boy was shot and killed
in Chicago on Sunday evening — and his
family says Facebook posts are to
blame.

Anthony Diaz was out with his two
older sisters when he was fatally shot
in the chest, police tell PEOPLE. He'd
followed the girls into a physical fight
over some Facebook posts and ended
up paying for it with his life.
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15 Social Media Tools Parents Need to Know About Now

Twitter
Instagram
Snapchat
Tumblr
Google+
Vine
Wanelo
Kik Messenger
Ooovoo
Ask.fm

Yik Yak
WhatsApp
Omegle
Yo.
Whisper




Disappearing Media

Instoguom, snapchat

#1- Show! Don’t Tell: Let's face it, Facebook will always have a plac
in our hearts, but our Social Media Guru savs micro videos is where

E[][?:IFJII]-IIEH.BEST AN[I W[]HST S[][:IAI' NEIWUHKING THEN[IS it’s. “You can see that from Snapchat and Instagram jumping on board
and going as far as Vine was going and now they're all trying to catch

THE S0OCIAL MEDIA TRENDS WE WILL LIKELY EE OBSESSING OVER THIS YEAR FROM A up,” owner of Envida Group, Candie G says.
BETTEE WAY TO BLOG TO TAKING EVEN MOEE SELFIES.

stagram is now the most popular photo sharing site thankm

15-second video option. And since Snapchat followed suit, the site has

2o million monthly users, compared to T‘I.M

BY AMBER MAC

Maore than 70% of online adults are Facebook users, but the popular social network is m

facing sume.shve_rs.::ut competiton as new dlgltgl destinations entcs Users. In 2013 23 million.
we saw the rise of visual social media, with services such as Instagram and Pinterest
reeling in fans with photos-first agendas.

This year there is not just one emerging trend, but instead there are a numkber, changing
the way people connect online--all while slowly eating tiny bits of Facebook's lunch.

J. DISAPPEARING MEDIA
Wmsstler parents.ar grandparents--and the dreaded marketers--jump on board of

one social media site (like Facebook), teens scurry off to carve out new online territory.
Maost recently, Snapchat is driving the disappearing social media trend. With more than
360 millicn photos shared--and deleted within seconds--this company is proving that a
younger generation is in fact cozying up to the idea of private moments.

Assuming the company can avoid another security breach, they are poised for continued
upward growth in in 2014,



Reappearing Media

Snapchat Hidden Tricks: 5 Secret Ways To Use Filters, Replay
Deleted Snaps And More In Latest Update

By Xavier Harding on December 23, 2013 5:41 PM EST Ellrey
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Cell Phones

Mini Computers
Camera - video/still
Texting

Email

FaceTime /Skype
Social Networking

YouTube



Concerns about the use
of a Cell Phone Camera

Pictures taken identify student, friends, school,
part of town ( example) street sign.

Inappropriate Pictures (voluntary and secret)
Sexting, Sextortion

Posting to social media - embarrassing
pictures/videos

Video taping a bullying an event

Photographing tests



EXIF — Exchangeable Image File
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Jeffrey's Exif Viewer

check a file on the web___

Image URL: |

| View Image At Url I

or check a file on vour local disk_

Local Image File: |

Browse... | | View Image From File I

Works with these file types: 3FR. 3G2, 3GP, 3GP2, 3GPP, ACFM. ACR, AFM, AL ATF, ATFC, AL
DFONT. DIB, DIC, DICM, DIV, DIV, DIVU, DLL. DNG. DOC. DOCM. DOCXK. DOT, DOTM, DOTX.
HTML, ICC, ICM, IDML, IIQ, IND, INDD, INDT. INX. ITC, J2C, I2K, ING, JP2, JPC, IPE, IPEG, IPF, J1
MP3, MP4, MPC, MPEG. MPG, MPO, MQV, MRW, MTS, MXF, NEF, NEWER, NMBTEMPLATE, NR'
PMP, PNG, POT, POTM, POTX, PEM. PPS, PPSM. PPSX. PPT, PPTM, PPTX, PRC._ PS, PS2, PS3_ PSE,
SR2. SRF. SRW, SVG, SWE, THM. THMX, TIF, TIFF. TORRENT, TS, TTC. TTE, TUB. VOB, VRD. VSI

ExifTool. Max file size 40 megabytes

IMG_0036.JPG X

Filenams:
IMG_0036.PG

Location:
Deskbop\sdCardGPs)

Size:
4.2MB

Property
Camera make
Camera model
Camera Date
Resolution
Orientation
Flash
Focal length

| 35mm equivalent
CCD width
Exposure time
Aperture
150
Metering Mode
Exposure
Thumbnai

GPS Latitude
GPS Longitude

Date:
124712007 10:39:35 PM

Yalue

Canon

Canon EOS 30D
2007:12:07 22:39:35
3504 x 2336

Rotated 270 Degrees
Not Used

175.0mm

281mm

22.48mm

0.004s (1/250)

fi2.8

3200

Matrix

Aperture Priority

160 x 120 pixels

3920\'32.5"N
85 121'3.4" W
ooedb0000000000000000

[ ox ]



Sexting/Inappropriate Images

* Sending sexually explicit pictures or video via text
message or similar electronic communication,
sending text messages of a sexually-charged nature.

* |tis estimated that about that 20% or 1 in 5 have
U.S. teens have participated in sexting.

Technology — Where are we headed?
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Digital
Footprint

Active Footprint

- those things
knowingly placed on
the internet

Passive Footprint

- those things
unknowingly placed
on the internet
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Sextortion

Term used to describe the act of obtaining a
nude /embarrassing photo of an individual,
typically a teen, and then threatening to disclose
this photo if other photo’s are not forwarded. In
some instances other demands such as a face to
face meeting are made.
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Calif. teen, guilty in Miss Teen USA
‘sextortion’ plot, sentenced to 18 months in
prison

Jared James Abrahams, 20, admitted in November that he hacked the webcams of young
women, including classmate and reigning Miss Teen USA Cassidy Wolf, 19, and watched
them undress. The cyberperv would then take pics of the women and use them as

leverage to force them to send more. '

BY SASHA GOLDSTEIN | WF Follow | [ NEW YORK DAILY NEWS [/ Monday, March 17, 2014, 7220 PM A

L

In 2013, Coleman used social network websites and the

smartphone messaging software Kik Messenger to coerce

e
S EXtO rt I O n minor females into sending him nude and sexually explicit

photos and videos.

Wahpeton man pleads guilty to producing child
- pornography in ND's first sextortion case
The Sextortion of Amanda Todd =™

H 6K W Tweet |/ 475 :_E+ Share = 21 @ ﬁ 6K

A year after her death, most people remember Amanda Todd from her YouTube video,
holding up hand-written pages describing how one mistake in front of a webcam led to her
torment by bullies at school and online. But beyond that viral video, the fifth estate reveals a
more complex and disturbing story about what happened to the B.C. teenager driven to
suicide in October 2012 — not just bullying, but the deliberate sexual extortion of a 15-year-
old girl by online predators. Host Mark Kelley goes deep into Amanda’s world, with never-
before-seen videos and web chats from two personal laptops that her family shared with the
fifth estate. With in-depth interviews from her maother, father and friends, Kelley reveals the
untold story of The Sextortion of Amanda Todd.







Have rules for playing been established?
Is the game connected to the internet?

Do not disclose identity, picture, address, location.
Consider using an Avatar.

Stop game immediately if threats or other
inappropriate communications are made.

Is the amount of time allowed to play limited?

Is the game play in an area that can be monitored?

Do you play the game with your child?



This is an Avatar.
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Online Gaming
Game is played using an internet connection

* |sthe game appropriate for my child?

* Do you know the game rating?

* Do you understanding the rating system?
* |s the other player/s known?

* Have rules for playing been established?



Is the game appropriate for my child?




GRAND THEFT AUTO V

ESRB — ENTERTAINMENT SOFTWARE RATING BOARD

ESRB Ratings = e o

Search Results ?I' Rating Search App

. . . . - ; Grand Theét Auto
Your search by title 'Grand Theft Auto’ returned 5 ratings.
FILTEF. BY:
= Content
Title | Platforms | Rating | D ot Dther | Company Platfarm
Ebox 360 -
Grand Theft FlzyStation 3, ! Blzod and Online Interactions Rodestar Games Rating
Auto V ¥bowe 360 Gore, Intense 2
A | violence, All Ratings -
— Mature _ -
Humaor, Conbea 'I_l:!:ll-'\- wiing .H_:ll'l luding
Mudity, Strong B
LEl'IgLEgE.- all Conftent -
Strong Sesoual
E;'Bt:j'::' :Irj reset search

Alooho ] ) [(TIEN )
Rating Summary: In this open-world action game, players assume the role of three @ lﬁ 1 l“||

criminals whose storylines intersect within the fictional city of Los Santes. Players can
svitch betwesn each character to follow his storyline, completing missions which often...




ESRE ) ENTERTAINMENT SOFTWARE RATING BOARD

ESRB ratings publishers retaile

ESRB assigns the age and content ratings for video games and
mobile apps, enforces advertising and marketing guidelines for

the video game industry, and helps companies implement

responsible online privacy practices.

Rating Categories

[y casion]

EARLY CHILDHOOD
Content is intended for young children

EVERYOME

Content is generally suitable for all ages. May contain minimal
cartoon, fantasy or mild viclence and/or infrequent wuse of mild
languagse

EVERYOMNE 10+

Content is generally suitable for ages 10 and up. May contain
miore cartoon, fantasy or mild viclence, mild language and/or
minimal suggestive themes.

TEEM

Content is generally suitable for ages 13 and up. May contain
vizlence, suggestive themes, crude humor, minimal blood,
simulated gambling and/or infrequent use of strong language.

MATURE

Content is generally suitable for ages 17 and up. May contain
intense violence, blood and gore, sexual content and/or strong
languagse

ADULTS OMLY

Content suitable only for adults ages 18 and up. May include
prolonged scenes of intense viclence, graphic sexual content
and/or gambling with real currency.

RATING PENDING

Mot yet assigned a final ESRE rating., Appears only in
advertising, marketing and promoticnal materials related to a
game that is expected to carry an ESRE rating, and should be
replaced by a game's rating once it has been aszigned.



Is the other player/s known?




Is the other player/s known?




For gamers, combating online abuse
not easy

Weber points to research that shows online taunting, popular in "Call of Duty," "Halo,"
and other shoot-'em-up games, may come from bullies who enjoy the online anonymity
while seeking to reduce their own anxiety and feelings of inadequacy. She said such
abuse is no different whether it occurs on the playground or the virtual battlefield.




The Rise of Bullying in Online Games

are this with uour frends..

©9:0:0:0 0 © 00

Online games have become widely used by children of all ages.
While children have been using computer games ever since
desktop computers became a common item found in homes and
schools, the use of the Internet for gaming has increased in
recent years. With all the websites that offer the opportunity to
play with people from around the world, every child can find
something that appeals to their interests. Every time your child
is exposed to other children online, though, the risk of Bullying

According to Beat Bullving. as many as 21 percent of children between the ages of
eight and 11 have been cyber bulfied, with about 27 percent of those experiencing it
while playing onfine games.
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School Cyberbullying Victims Fight
Back In Lawsuits

By GREG BLUESTEIN and DORIE TURNER AP =1
ghLike 58 likes. Sign Up to see what your friends like. ’,:‘ ) ﬁ

27 124 3 48 GET EDUCATION ALERTS:

SIGN UP

REACT: Amazing Inspiring Funny Scary Hot Crazy Important Weird

FOLLOW:

ATLANTA — When a Georgia middle school student reported to police and school
officials that she had been bullied on Facebook, they told her there was not much

thev could do because the harassment oconrred off camopus.
A 2 1h

back: She's slapping her two classmates with a libel lawsuit.




lllinois 4th-grader sues elementary school
classmate for bullying

Joaquin Del Core said a bully targeted him all year, beat him up weekly and threatened to
kill him. The boy's parents have filed a lawsuit on their son's behalf seeking $50,000 from
the bully, the bully's parents and the Chicago-area elementary school.

BY MEG WAGNER / NEW YORK DAILY NEWS / Thursday, June 18, 2014, 8:02 AM AAA

SHARE THIS URL
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Bullies beware: Groundbreaking ruling allows
schools to sue students who harass peers

By Mark Mueller/The Star-Ledger h Print
o Email the author | Foll Twitt
b4 mail the author | Follow on Twitter

on March 25, 2014 at 7:00 AM, updated March 25, 2014 at 7:08 AM

In a groundbreaking case that
puts school bullies and their

parents on notice, a Superior
Court judge has ruled that two
Hunterdon County school
districts may file suit against
students who torment their
peers.

Attorneys involved in the case

say the decision by Judge

.

ilzize

Yolanda Ciccone — the ¥ iawin
Superior Court Judge Yolanda Ciccone, seen at left during a 2010
swearing-in ceremony, ruled that two school districts may sue
students and their parents for alleged bullying.

assignment judge for
Hunterdon, Somerset and
Warren counties — could spur
similar suits across the state.



Safety Considerations

Keep Your
Personal




Lawyer: Man Accused of Luring Teen Via
Facebook Not a Killer

BANGOR, Maine — Feb 23, 2015, 400 PM ET
By PATRICK WHITTLE Asscciated Press

.o
o,

FILE - Nichole Cable is seen in an undated photo provided by the Penobscot County Sheriff s Department.
The state medical examiner's office says the 15-year-old girl allegedly lured to her death by 20-year-old Kyle
Dube using a phony Facebook profile died from asphyxiation. The trial of now 2t-year-old Dube, of Orono, is
expected to begin Monday, Feb. 23, 2015 in Bangor and last two weeks. (AP Photo/Penobscot County

Sheriff' s Department, File) Close




Kyle Dube found guilty of murder and kidnapping

Maine | Friday, March 6, 2015 at 3:30 pm

BANGOFR — A jury took just 45 minutes to find a man accused of using
Facebook to lure 15-vear-old Nichole Cable o her death nearly two vears ago
guilty of murder and kidnapping after nine days of testimony at the
Penobscot Judicial Center.

Kyle Dube, 21, of Orono was accused of using
Facebook to lure Cable out of her mother’s home in
Glenburn nearly two vears ago by using the identity
of Bryan Buttertfield, a boy his girlfriend had dated,
then killing Cable in an abduction gone wrong.

He did not react when the verdict was read but his
mother, brother and other relatives wept as he was
led from the courtroom.

Cable’s family and friends also cried and hugged each
other as the verdict sunk in.

Members of Cable’s and Dube’s families declined to
speak with the medias about the verdict.

Superior Court Justice Ann Murray ordered that o
Dube continue to be held without bail while awaiting
sentencing. A sentencing date has not been set.



The Megan Pledge
http://aftab.com/index.php?page=the-megan-pledge

©@ (3 Cyberbullying.org

a program of WiredSafety.org
The Megan Pledge

Megan Meier was thirteen when she died. She had been cyberbullied and harassed by others, including the mother
of one of her friends. She felt that she had no choice but to take her own life, rather than face the betraval of her
[friends and their cruelty.

Although Megan is not the first teen to choose suicide over being the target of a cyberbully, I make this pledge

hoping that she will be the last.

I make it for Megan and all others who have experienced the fear of being a victim of cyberbullying. I make it for
myself. I make it for my fiiends. I make it to create a safer Internet for everyone.,

I believe that evervone is entitied to feel safe, online and offline. I believe that no one should be harassed or targeted
Sfor their differences. I believe that technology should not be used as a weapon to hurt others. 1 believe that no
matter what someone has done, they should never be terrorized online. I believe that there are beiter ways of han-
dling disputes than cvberbullving others. I believe that suiclde is never an option, and thai all voung people can
make a positive difference in the lives of others



By taking this pledge:

I agree to take a stand against cyberbullying, including sharing this pledge with others and asking them to
take it too.

I agree not to use technology as a weapon to hurt others.

I agree to Think Before I Click.

I agree to think about the person on the other side.

I agree to support others being cyberbullied and report cyberbullying whenever I find it.
I agree not to join in cyberbullying tactics or be used by cyberbullies to hurt others.

I agree to “Stop, Block and Tell” when I am being targeted by a cyberbully and to “Take 5! to help me calmn
down and walk away from the computer.

I agree to be part of the solution, not part of the problem.

Signed by: Date:
Print name: Age:
E-Mail (optional): State/Province:

Cooyight © 2006 Pamy A, Al Faghts Rasoned by Wired Sfcty



Family Contract for Digital Citizenship
Kidls* Pledge

1. Iwnll remember that not all people have access to or uhlize technolosy 1o the same way. I
will not treat others differently 1f they do not have the same optons.

2. Iwnll tell oy parents or other responsible adult nght zway 1if | come across any mformation
that makes me feel uncomfortable. [ understand that to have technology nghts that I have fo
be responsible m mv actions as well

3. Twall tell vy parents 1if | expenence any pain or discomfort when usng technology. Iwall
remnember that I nesd to balance technology use with other activities.

4. Iwall not respond to any messages that are mean or m any way make me feel uncomfortable.
It 15 not ooy famlt if T get 3 message that 1s not appropniate. If 1 do I wall tell my parents or
responsible adult nght away so that they can contact the proper groups.

3. Iwnll talk wath my parents so that we can set up mules for makng purchases onhine. We wall
decide upon 1if and when online purchases can be made and secure sites for me to use.

6. Iwnll treat others the way that I wish to be treated when using technology. I wall keep in
pund that my technology use affects others.

7. Iwnll check wath my parents before downloading or imstalling software or doing anyvihing
that could possibly hurt our computer or jeopardize my family’s prrvacy. I wall also keep
programs such as anbi-voms, spyware and adware up-to-date to protect owr information.

8. Iwnll be a zood onlne cifizen and not do anything that hwrts other people or 15 against the
Law.

9. Iwnll help my parents understand how to have fim and learn things online and teach them
things about the Infernet, computers and other technology.

I agree to the above

Child s1zn here

T wall help my child follow this agreement and will allow reasonable use of dimtal technology as
long as these mles and other farmily rules are followed.

Parent(=) s1zn here

Contract adapted from the brochwre Chald Sqfery on the Infermation Highway by Lawrence J.
Magzd.

http://www.digitalcitizenship.net/uploads/KidPledgel.pdf



What to do if you become a target of a
cyber-bully.
Save/print (depending on content)
Immediately report to your parent

Consider reporting to school if it involves
classmates/students, even if they attend
another school

Possible contact police if threats are made or
laws are broken

Consider blocking the person sending
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STUDENTS

Say No to Bullying

Incident Submission

Required Information

School Name *

[ Select a school =]

This website is not monitored after school hours and holidays.




Information which should not be shared

* Picture or pictures taken with cell phone

e Last name or unique first name
— use a common nickname

* Home address

e Email address

* Telephone number

e School

* Credit card/financial information
(Harry Pooter Example)
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How do | help create a safe environment

for technology with my child?
Become Net-savvy parents
Talk to your children
Monitor your child’s Internet usage

Put the computer in the family room with the
monitor turned toward middle of room

Watch for children quickly changing screens
when you approach

Make the Internet a shared experience



How do | help create a safe environment

for technology with my child?

Watch for digital content - CDs, thumb drives,

SD

Cards, cloud or other online storage sites

(Dropbox)

Consider using blocking technology and spying
software consistent with your philosophy of

chi
Tal

d raising

< to friends’ parents about their rules

Use caution and educate children on
appropriate use of portable technology devices
such as tablets, IPAD/Kindle, Smart Phones,
Computers



Questions a parent should consider

What is my knowledge level regarding technology?

What technology does my child have access to?
(home, school, friends, other)

Have | had a conversation with my child regarding
appropriate use of technology?

Do | want to track what my child does online or
with their phone?



¥ Sponsored match

System Surveillance Pro
Maonitor home or business PC activity by
logging keystrokes, chat, Web sites, and
program activity.

Read full review »

Added: 11/10/14

Windows = Version 7.2 ...

¥ Sponsored match

Spytech SpyAgent

Monitor and record every keystroke and
activity performed on your computer in
complete stealth.

Windows = Version 8.31 . Added: 09/14/14

¥ 8ponsored match

Sigma Internet Monitoring

Record and view all Internet activity and
visited Web sites in hidden mode.
Added: 11,07/ 14

Windows = Wersion 1.0 ...

¥ Sponsored match

Argos Monitoring

Record keystrokes, visited web sites, and

screenshots of all PC activity in stealth
mode.
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SPYERA! PHONE

e T B B

#1 HighsterMobile - 10/10 Rating: " & &

Highster Maobile is very powerful and useful cell phone monitoring app. Ideally suited to monitor your
children, employees or loved ones, Highster Maobile is one of the most advanced cell phone tracking
and monitoring software used to confidentially record text messages or track call information from a
specified mobile device.

#2 Spyera - 9/10 Rating: waaa

Spyera Phone version is software that you install on a smart phone to monitor everthing happening on
the phone. After installation, SPYERA secretly records events (sms, call history, phone book. location,
emails, What's App messages, IM, Facebook Chat, Skype, See photos taken and many more...)

#3 Spyrix - 9/10 Rating: W

Spyrix Personal Monitor is a powerful multifunctional program for complete and detailed REMOTE
MONITORING of user activity. It can monitor keyboard (Keylogger) activity, activity on social networks
(Facebook, MySpace etc), web-surfing, Skype. IM Messengers (ICQ, MSN etc)...
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